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Secure by Design 
The IronKey team of world-renowned encryption, authentication, and Internet security experts designed
IronKey devices and online services to withstand sophisticated security attacks, including brute force
password guessing, USB sniffing, physical disassembly, differential power analysis and chip inspection.
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Access Control and Revocation

User Activity and Event Tracking

Device Recovery and Recommissioning

Managed Remotely over the Internet�  

Enforceable Security Policies

RSA SecurID®, CRYPTOCard, One-time Password

Automatic Antivirus Scanning

Web Privacy and Identity Protection*

Automatic Hardware Encryption of All Data

Dual Channel, High Performance Architecture

Ruggedized, Tamper-Resistant & Waterproof

*Secure Browser, Built-in Identity Manager, and VeriSign® Identity Protection (VIP)

Built-in Malware Protection �

Remote Terminate for Lost or Stolen Drives

BASICPERSONALENTERPRISEWHICH IRONKEY IS RIGHT FOR YOU?

TECHNICAL SPECIFICATIONS
Capacity

 1GB, 2GB, 4GB, 8GB or 16GB

Speed*

 Up to 27MB per second read

 Up to 24MB per second write

Dimensions

 75mm X 19mm X 9mm

Weight

 .9 oz (25 grams)

Waterproof

 MIL-STD-810F

Temperature

 Operating: 0 °C, +70 °C

 Storage:  -40 °C, +85 °C

Operating Shock

 16G rms 

Hardware

 USB 2.0 high speed

Operating System Encryption Compatibility

 Windows 2000 SP4, Windows XP SP2+, 

 Vista, Macintosh OS X 10.4+, Linux 2.6+

Hardware Encryption

 Data: AES Cipher-Block Chained mode

 Encryption Keys: 256-bit Hardware 

 PKI: 2048-bit RSA

 Hashing: 256-bit SHA

 FIPS Validations: 140-2 Level 3

Section 508 Compliant

IRONKEY ENTERPRISE BENEFITS

•  All stored data is protected with military-

 grade AES 256-bit hardware encryption 

•  No software or drivers to install

•  Easy to deploy and use

•  Customizable to your enterprise policies

•  Remotely managed

• Integrates encrypted storage & RSA SecurID

• A secure platform for portable applications

Securely manage all of your organization’s IronKey Enterprise devices remotely
over the Internet.

The IronKey Enterprise solution has been
designed to work seamlessly with many of the
industry's leading IT systems and endpoint
security software products. IronKey Enterprise
S200 devices support PKI-based digital identites
or One-Time Passwords. This enables IronKey
drives to work as two-factor tokens for strong
authentication for enterprise applications.

Policy and Lifecycle Management
IronKey administrators use an intuitive, secure
online interface to apply security policies to their
organization’s IronKey Enterprise S200 flash
drives. Administrators can efficiently manage the
complete deployment and maintenance lifecycle,
including provisioning, support, and updates.

Self-Service Password Recovery 
IronKey offers optional, self-service online 
password recovery that employs advanced mutual authentication to verify employee 
identity.

Administrator Device Unlock and Reset
The IronKey Enterprise solution uses Public Key authentication to allow authorized 
administrators to access data on employee devices without back-door passwords.  
Administrator privileges can be remotely revoked.

Portable Security Software
You can optionally deploy IronKey Enterprise devices with a suite of applications and 
services, including a secure portable version of Mozilla Firefox, IronKey Password 
Manager, and the IronKey Secure Sessions service.  Policy settings allow IronKey system 
admins to turn these applications on or off as desired.

Secure Platform for Virtualization
Rapid access performance, high reliability, hardware-level defenses, and large storage 
capacities all combine to make an IronKey drive the ideal platform for deploying secure 
virtual desktops and portable applications.

RUGGED METAL CASING
Waterproof  
Tamper-Resistant

ALWAYS-ON AES 256-BIT
HARDWARE ENCRYPTION
FIPS Validated 140-2 Level 3

STRONG AUTHENTICATION
RSA SecurID® 
VeriSign® Identity Protection
CRYPTOCard
Digital Certificates

PORTABLE APPLICATIONS 
Secure Browser
Encrypted Backup
Identity Manager

ULTRAFAST MEMORY
Dual-channel SLC Flash

Easily Integrates with Existing IT Infrastructure


